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What are the options?

Controller-based
Campus Access Points

aruvba

a Hewlett Packard
Enterprise company

aruvba

a Hewlett Packard
Enferprise company
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Aruba InstantOn
Entry-level networking

arvba

Instant &N




Aruba kontroléry 7xxx a GW 9xxx- porovnani

‘ OP‘N\?\)?)

vykon

9240BH - Base Hardware
9240SL - Silver License
9240GL - Gold License

cena
aruvba

a Hewlett Packard
Enferprise company
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ArubaOsS 8: VMC (Virtual Mobility Controller) a MCR (Mobilty Conductor)

vykon

aruba cena

a Hewlett Packard
Enferprise company



802.11ac (Wi-Fi 5) portfolio

aruba

303P EOS od 31.3. 2023
Zatim bez nahrady

ARUBA 303/363PR
SERIES

SERIES

ARUBA 303H
SERIES

aruvbao

a Hewlett Packard
Enferprise company

SERIES

ARUBA 340
SERIES

ARUBA 318
SERIES

SERIES

ARUBA 203H
SERIES

ARUBA 360
SERIES

ARUBA 320
SERIES

aruvba

ARUBA 203R
SERIES

ARUBA 370
SERIES



303 Series Wireless Access Points — montaz na strop
AP-303 (integrované anteny) a AP-303P (1 eth port navic s POE out)

« 802.11ac Wave 2/ Wi-Fi 5
 5GHz radio: Up to 867Mbps (HES80), 2x2 MIMO, 20/40/80MHz
« 2.4GHz radio: Up to 300Mbps (HE40), 2x2 MIMO, 20/40MHz

« max. 256 asociovanych klientt per radio (doporu¢eno max. 30
aktivnich klientu)

1 x Gbps eth port

* 1 x Gbps eth port (pouze 303P)

 BLE Aruba Meridian sensor / beacons

* ArubaOS & Aruba InstantOS 8.3.0.0/8.4.0.0 (303P)

« pozadavky na POE
» 802.3at (class 4): bez restrikci (303 i 303P),
» 802.3af (class 3): bez restrikci (303), s restrikcemi (303P neni POE out)

a Hewlett Packard
Enterprise company



203R Series Campus Access Points — montaz na listu/stul, vzdaleny pristup
RAP-203R (bez POE out), RAP-203RP (s POE out)

« 802.11ac / Wi-Fi 5

« flexradio: 1x1 2.4GHz + 1x1 5GHz nebo 2x2 2.4GHz + 0 5GHz nebo 0
2.4GHz + 2x2 5GHz

« 5GHz radio: Up to 867Mbps (HE80), 2x2 MIMO, 20/40/80MHz
« 2.4GHz radio: Up to 400Mbps (HE40), 2x2 MIMO, 20/40MHz

sesill - max. 256 asocigvanych klientd per radio (doporuéeno max. 30
° B aktivnich klientu)

M . 1xETH1000BASE-T uplink

« 2X ETH 1000BASE-T (RAP-203RP 1x POE out),
- 1xUSB?2.0

« BLE Aruba Meridian sensor / beacons

aruba

« 20Mbps pro IPsec

« ArubaOS & Aruba InstantOS 6.5.2.0/8.2.0.0

« nelze napajet pres POE

- cCistokrevny RAP muze byt v instant médu pouze standalone AP

aruvbao

a Hewlett Packard
Enferprise company



360 Series Campus Access Points — venkovni AP
AP-365(integrované vSesmerove antény) a AP-367(integrované smeérove antény 90°H x 90°V)

« 802.11ac Wave 2/ Wi-Fi 5

« B5GHzradio: Up to 867Mbps (HE8O0), 2x2 MIMO,
20/40/80MHz

2.4GHz radio: Up to 300Mbps (HE40), 2x2 MIMO,
20/40MHz

max. 256 asociovanych klientt per radio (doporuc¢eno
max. 50 aktivnich klientl)

1 x Gbps eth port
« BLE Aruba Meridian sensor / beacons
« ArubaOS & Aruba InstantOS 6.5.2.0/8.2.0.0

- pozadavky na POE
- 802.3af (class 3): bez resktrikci

aruvba

a Hewlett Packard
Enferprise company



370 Series Campus Access Points — venkovni AP
AP-375(integrované vSesmeérové antény), AP-374(konektory na externi antény) a AP-377(integrované smérové

antény 90°H x 90°V)
« 802.11ac Wave 2/ Wi-Fi 5

« 5GHz radio: Up to 1.733Gbps (HE160), 4x4 MIMO,
20/40/80/160MHz

. 2.4GHz radio: Up to 300Mbps (HE40), 2x2 MIMO, 20/40MHz

"+ max. 256 asociovanych klienta per radio (doporucéeno
max. 75 aktivnich klientt)

« 1 x Gbps eth port

« 1 Xx Gbps eth SFP port

| --_._-—» - BLE Aruba Meridian sensor / beacons
« ArubaOS & Aruba InstantOS 8.3.0.0

- pozadavky na POE
« 802.3at (class 4): bez restrikci
« 802.3af (class 3): neni podporovano

aruvba

a Hewlett Packard
Enferprise company



318 Series Campus Access Points — AP do naro€nych provoznich podminek
AP-318(konektory na externi antény), varianta s integrovanymi anténami neni

« 802.11ac Wave 2/ Wi-Fi 5

« 5GHz radio: Up to 1.733Gbps (HE160), 4x4 MIMO,
20/40/80/160MHz

&

® ® « 2.4GHz radio: Up to 300Mbps (HE40), 2x2 MIMO, 20/40MHz

s /A -+ max. 256 asociovanych klienta per radio (doporu¢eno

max. 75 aktivnich klientu)
) ba ) [ > [ |
« 1 x Gbps eth port

’ & . 1 x Gbps eth SFP port

~ e

) mej « BLE Aruba Meridian sensor / beacons

—_——— B '« operacni teploty -40 °C az 55 °C
« ArubaOS & Aruba InstantOS 8.3.0.0

- pozadavky na POE
- 802.3at (class 4): bez restrikci
« 802.3af (class 3): neni podporovano

aruvbao

a Hewlett Packard
Enferprise company



802.11ax (Wi-Fi 6) portfolio

arub

ARUBA 500
SERIES

ARUBA 500H
SERIES

a Hewlett Packard
nterprise company
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ARUBA 518
SERIES

Green AP
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ARUBA 530
SERIES

ARUBA 560
SERIES

Smart PoE

arubc

ARUBA 550
SERIES
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ARUBA 570/580
SERIES

loT radio

Bluetooth 5, NFC*
802.15.4/Zigbee

*AP-555 only



500 Series Wireless Access Points — montaz na strop
AP-505 (integrované antény) a AP-504 (konektory na externi antény)

« 802.11ax/ Wi-Fi 6
 5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz
« 2.4GHz radio: Up to 574Mbps (HE40), 2x2 MIMO, 20/40MHz

* max. 256 asociovanych klientt per radio (doporu¢eno max. 75
aktivnich klientu)

~ / « stejné montazni kity jako 510, 530, 550 series APs
1 x Gbps eth port

« 1xUSB2.0

 BLE Aruba Meridian sensor / beacons
« Zigbee (802.15.4) radio

* ArubaOS & Aruba InstantOS 8.6.0.0

« pozadavky na POE
» 802.3at (class 4): bez restrikci
» 802.3af (class 3): s restrikcemi

a Hewlett Packard
Enterprise company



510 Series Campus Access Points — montaz na strop
AP-515 (integrované antény) a AP-514 (konektory na externi antény)

aruvbao

©

aruvbao

aruvba

a Hewlett Packard
Enferprise company

®

802.11ax / Wi-Fi 6
5GHz radio: Up to 4.8Gbps (HE160), 4x4 MIMO, 20/40/80/160MHz
2.4GHz radio: Up to 575Mbps (HE40), 2x2 MIMO, 20/40MHz

max. 512 asociovanych klientu per radio (doporuéeno max. 100
aktivnich klientu)

stejné montazni kity jako 500, 530, 550 series APs
1 x HPE Smart Rate (NBase-T) eth 2,5 Gbps

1 x Gbps eth port

1x USB 2.0

BLE Aruba Meridian sensor / beacons

Zigbee (802.15.4) radio

ArubaOS & Aruba InstantOS 8.4.0.0

pozadavky na POE
« 802.3bt (class 5) and 802.3at (class 4): bez restrikci
« 802.3af (class 3): s restrikcemi



530 Series Campus Access Points — montaz na strop
AP-535 (integrovane anteny) a AP-534 (konektory na externi antény)

aruvba

©

aruvbao

aruba

a Hewlett Packard
Enferprise company

®

802.11ax / Wi-Fi 6
5GHz radio: Up to 2.4Gbps (HE160), 4x4 MIMO, 20/40/80/160MHz
2.4GHz radio: Up to 1.150Gbps (HE40), 4x4 MIMO, 20/40MHz

max. 1024 asociovanych klientua per radio (doporuéeno max.
150 aktivnich klientu)

stejné montazni kity jako 500, 510, 550 series APs
2 x HPE Smart Rate (NBase-T) eth 2,5/5 Gbps

1x USB 2.0

BLE Aruba Meridian sensor / beacons

Zigbee (802.15.4) radio

ArubaOsS & Aruba InstantOS 8.5.0.0

pozadavky na POE

« 802.3bt (class 5) a dual 802.3at (class 4): bez restrikci
« Single 802.3at (class 4): s restrikcemi

- 802.3af (class 3): neni podporovano



550 Series Campus Access Points — montaz na strop
AP-555(integrované antény), varianta s externimi konektory neni

« 802.11ax / Wi-Fi 6

« dual radio (4x4 nebo 8x8) 5GHz: Up to 4.8Gbps (HE160), 4x4 nebo 8x8
MIMO, 20/40/80/160MHz

« 2.4GHz radio: Up to 1.150Gbps (HE40), 4x4 MIMO, 20/40MHz

. m_ax.tlo())24 asociovanych klientt per radio (doporuc¢eno max. 150 aktivnich
ientud

aruba -« stejné montazni Kity jako 500, 510, 530 series APs
« 2 Xx HPE Smart Rate (NBase-T) eth 2,5/5 Gbps
- 1xUSB?2.0
« BLE Aruba Meridian sensor / beacons
« Zigbee (802.15.4) radio

| — ° NFC

- ArubaOS & Aruba InstantOS 8.5.0.0

- pozadavky na POE
« 802.3bt (class 5) a dual 802.3at (class 4): bez restrikci
« Single 802.3at (class 4): s restrikcemi
+ 802.3af (class 3): neni podporovano

aruba

a Hewlett Packard
Enferprise company



500H Series Campus Access Points — montaz na listu/stul, vzdaleny pristup
AP-503H(integrované antény), varianta s externimi konektory neni

. 802.11ax / Wi-Fi 6
. 5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz

F A 2.4GHz radio: Up to 287Mbps (HE20), 2x2 MIMO, Up to 575Mbps
| (HE40 — neni ale doporuéeno pro Enterprise nasazeni) 20/40MHz

—_ « max. 256 asociovanych klientl per radio (doporuéeno max. 50
| aktivnich klientl)

« 1 x Uplink (EO) eth 1 Gbps

« 2 X Gbps eth port (E1-E2)

4 A . BLE Aruba Meridian sensor / beacons
« Zigbee (802.15.4) radio

k - > -~ « 100Mbps pro IPsec

« ArubaOS & Aruba InstantOS 8.7.0.0

« pozadavky na POE
- 802.3af (class 3): bez restrikci

arubao

aruvbao

a Hewlett Packard
Enferprise company



500H Series Campus Access Points — montaz na listu/stul, vzdaleny pristup
AP-505H(integrované antény), varianta s externimi konektory neni

arubao

aruvbao

a Hewlett Packard
Enferprise company

802.11ax / Wi-Fi 6
5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz

2.4GHz radio: Up_to 287Mbps (HE20), 2x2 MIMO, Up to 575Mbps (HE40 — neni ale
doporuceno pro Enterprise nasazeni') 20/40MHz

max. 256 asociovanych klientt per radio (doporué¢eno max. 50 aktivnich klienti)
1 x Uplink (EO) HPE Smart Rate (NBase-T) eth 2,5 Gbps

4 x Ghps eth port El—E42, eth E1 a E2 802.3af/at PoE out, dual 802.af(oba porty)
nebo jeden port 802.3at (pouze E1)

1x USB 2.0

BLE Aruba Meridian sensor / beacons
Zigbee (802.15.4) radio

500Mbps pro IPsec

ArubaOS & Aruba InstantOS 8.7.0.0

pozadavky na POE

+ 802.3bt (class 6): bez restrikci

+ Single 802.3at (class 4): s restrikcemi, POE out pouze 1x 802.3af
- 802.3af (class 3): s restrikcemi, zakazano USB port a PoOE out



560 Series Campus Access Points — venkovni AP
AP-565(integrované vSesmerove antény) a AP-567(integrované smeérove antény 90°H x 90°V)

« 802.11ax / Wi-Fi 6
5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz
« 2.4GHz radio: Up to 574Mbps (HE40), 2x2 MIMO, 20/40MHz

max. 512 asociovanych klienta per radio (doporu¢eno
max. 75 aktivnich klientt)

1 x Gbps eth port
« BLE Aruba Meridian sensor / beacons
« Zigbee (802.15.4) radio
« ArubaOS & Aruba InstantOS 8.7.1.0

- pozadavky na POE
- 802.3at (class 4): bez restrikci
« 802.3af (class 3): s restrikcemi

aruvba

a Hewlett Packard
Enferprise company



570 Series Campus Access Points — venkovni AP
AP-575 |nte rované vsesmeéroveé antény), AP-574(konektory na externi antény) a AP-577(integrované smérové

antény 90°H x 90°V)

o — - 802.11ax / Wi-Fi 6

5GHz radio: Up to 4.8Gbps (HE160), 4x4 MIMO, 20/40/80/160MHz
- 2.4GHzradio: Up to 575Mbps (HE40), 2x2 MIMO, 20/40MHz

- max. 512 asociovanych klientu per radio (doporuc¢eno max. 100
aktivnich klientt)

« 1 x HPE Smart Rate (NBase-T) eth 2,5 Gbps
« 1 x Gbps eth port
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« BLE Aruba Meridian sensor / beacons
« Zigbee (802.15.4) radio
« ArubaOS & Aruba InstantOS 8.7.0.0

« pozadavky na POE
- 802.3bt (class 6) nebo dual 802.3at (class 4): bez restrikci
« Single 802.3at (class 4): s restrikcemi
- 802.3af (class 3): neni podporovano

aruvba

a Hewlett Packard
Enferprise company



580 Series Campus Access Points — venkovni AP

APt-585 inte ros\alca)m\? vSesmeérove antény), AP-584(konektory na externi antény) a AP-587(integrované smérové
anteny x 90°

QQQQQ ——— - 802.11ax / Wi-Fi 6
5GHz radio: Up to 2.4Gbps (HE160), 4x4 MIMO, 20/40/80/160MHz
« 2.4GHzradio: Up to 1.1510Gbps (HE40), 4x4 MIMO, 20/40MHz

- max. 1024 asociovanych klientt per radio (doporuéeno max. 100-
200 aktivnich klientt)

1 x HPE Smart Rate (NBase-T) eth 2,5 Gbps
« 1x SFP+
« 1 x Gbps eth port (PoE out, PSE 802.3af)
- BLE Aruba Meridian sensor / beacons
- Zigbee (802.15.4) radio
« ArubaOS & Aruba InstantOS 8.10.0.0

- pozadavky na POE
- 802.3bt (class 6) bez restrikci, 802.3bt (class 5): bez restrikci, bez PSE
- Single 802.3at (class 4): s restrikcemi, pouze 1x1 2.4 Ghz a 3x3 5Ghz, bez PSE
- 802.3af (class 3): pouze se zapnutym IPM, jinak nabéhne bez radii
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aruvba

a Hewlett Packard
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518 Series Campus Access Points — AP do naro€nych provoznich podminek
AP-518(konektory na externi antény), varianta s integrovanymi anténami neni

. 802.11ax / Wi-Fi 6
. 5GHz radio: Up to 4.8Gbps (HE160), 4x4 MIMO, 20/40/80/160MHz
. 2.4GHz radio: Up to 575Mbps (HE40), 2x2 MIMO, 20/40MHz

- max. 512 asocigvanych klientt per radio (doporuéeno max. 100
aktivnich klientu)

« 1 x HPE Smart Rate (NBase-T) eth 2,5 Gbps
arvba | . 1x Gbps eth port
‘ « BLE Aruba Meridian sensor / beacons
s « Zigbee (802.15.4) radio
t - operacni teploty -40 °C az 55 °C
« ArubaOS & Aruba InstantOS 8.7.0.0

« pozadavky na POE
- 802.3bt (class 6) nebo dual 802.3at (class 4): bez restrikci
« Single 802.3at (class 4): s restrikcemi
- 802.3af (class 3): neni podporovano

aruba

a Hewlett Packard
Enferprise company



Wi-Fi 6E
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610 Series Campus Access Points — Wi-Fi 6E - montaz na strop
AP-615 (integrované antény) , varianta s externimi konektory neni

O,

aruba

aruvba

a Hewlett Packard
Enferprise company

802.11ax / Wi-Fi 6 E

6GHz radio: Up to 2.4Gbps (HE160), 2x2 MIMO, 20/40/80/160MHz
5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz
2.4GHz radio: Up to 574Mbps (HE40), 2x2 MIMO, 20/40MHz
2.4GHz a 5GHz nebo 2.4GH a 6GHz nebo 5GHz and 6GHz

max. 512 asocigvanych klientt per radio (doporuéeno max. 100
aktivnich klientu)

stejné montazni kity jako 500, 530, 550 series APs
1 x HPE Smart Rate (NBase-T) eth 2,5 Gbps

1x USB 2.0

BLE Aruba Meridian sensor / beacons

Zighbee (802.15.4) radio

ArubaOS & Aruba InstantOS 8.11.0.0

pozadavky na POE
- 802.3at (class 4): bez restrikci
« 802.3af (class 3): s restrikcemi (bez IPM vypnuto USB)



630 Series Campus Access Points — Wi-Fi 6E - montaz na strop
AP-635 (integrované antény) , varianta s externimi konektory neni

aruba .

aruba

a Hewlett Packard
Enferprise company

802.11ax / Wi-Fi 6 E

6GHz radio: Up to 2.4Gbps (HE160), 2x2 MIMO, 20/40/80/160MHz
5GHz radio: Up to 1.2Gbps (HE80), 2x2 MIMO, 20/40/80MHz
2.4GHz radio: Up to 574Mbps (HE40), 2x2 MIMO, 20/40MHz

max. 512 asociovanych klientt per radio (doporuéeno max. 100
aktivnich klientu)

stejné montazni kity jako 500, 530, 550 series APs
2 x HPE Smart Rate (NBase-T) eth 2,5 Gbps

1 x USB 2.0

BLE Aruba Meridian sensor / beacons

Zigbee (802.15.4) radio

ArubaOS & Aruba InstantOS 8.9.0.0

pozadavky na POE
- 802.3bt (class 5): bez restrikci
« 802.3at (class 4): s restrikcemi (bez USB)

- 802.3af (class 3): s restrikcemi (bez USB, 1 volitelného radia, 1 eth portu a limitace
rychlosti na 1Gbps)



650 Series Campus Access Points — Wi-Fi 6E - montaz na strop
AP-655 (integrované antény) , varianta s externimi konektory neni

aruvba

aruba

a Hewlett Packard
Enferprise company

802.11ax / Wi-Fi 6 E

6GHz radio: Up to 4.8Gbps (HE160), 2x2 MIMO, 20/40/80/160MHz
5GHz radio: Up to 2.4Gbps (HES0), 2x2 MIMO, 20/40/80MHz
2.4GHz radio: Up to 574Mbps (HE40), 2x2 MIMO, 20/40MHz

max. 1024 (per vSechny radia max 2048) asociovanych klienta per radio (doporuéeno
max. 150 a tlvnlch klientd)

stejné montazni kity jako 500, 530, 550, 630 series APs
2 x HPE Smart Rate (NBase-T) eth 5 Gbps

1x USB 2.0

BLE Aruba Meridian sensor / beacons

Zigbee (802.15.4) radio

ArubaOS & Aruba InstantOS 8.10.0.0

pozadavky na POE
802.3bt (class 6): bez restrikci
- 802.3bt (class 5): s restrikcemi (bez USB, , 1 eth port, MIMO 2x2)
- 802.3at (class 4): s restrikcemi (bez USB, , 1 eth port, MIMO 2x2), dual bez restrikci
- 802.3af (class 3): sigle neni podporovano, dual s restrikcemi bez USB a 2x2 MIMO
« 802.3bt (class 5) + 802.3af (class 3): bez restrikci
- 802.3at (class 4) + 802.3af (class 3): s restrikcemi bez USB



Aruba Central vs AirWave vs Central On-premises vs NETEDIT- management a monitoring
Zakladni rozdily mezi jednotlivymi produkty

Central AirWave Central On-prem NETEDIT
cloud n-premi . .
on-premises . on-premises . on-premises
az 3 mésice historie . va istori . ‘ - Xit oo
az 3 roky historie ﬁiastirgri%mesme, pozdéji az 3 roky zatim 3 mésice, pozdgji a2 3 roky
Instant, SD- . Instant, controller, switch historie
WAN/branch/Gateway, switch . Instant, SD-WAN/branch/Gateway,

. multi-vendor controller, switch . ArubaOS-CX 6000 az 10000
nentmultivender permanentni licence * zatim nebude multi-vendor - pohodina konfigurace, dohled
pohodina konfigurace switcha HW nebo virtualni stroj . pohodiné konfigurace switchi monitoring, scriptovani switchu
subscription 1/3/5 per rok . nema vlastni Captive portéj ° SUbSCI’iptiOﬂ 1/3/5/7/10 per rok ° SUbSCI’iptiOﬂ 1/3 per rok
moznost vlastniho captive . nema vlastni analytiku . pouze originalni HW od Aruby,

portalu virtualizace nikoliv

. . . moznost vlastniho captive portalu
moznost vlastni analytiky

moznost vlastni analytiky
MultiEdit — NETEDIT

aruvbao

a Hewlett Packard
Enferprise company



Vyzvy a nastrahy segmentace site

% Chybéjici automatizace

Nedostatek informaci o
pripojenych zarizenich

« Kvalitni segmentace vyzaduje
kvalitni identifikaci zafizeni

« Zjisténi identity zafizeni pred ’ 3
jejich pfipojenim neni bézné K Neu§tale Zmeny
velke rekonfigurace

a ovliviuji produktivitu |

aruvba



Dynamicka segmentace - Profiling ClearPass Policy Manager (CPPM)
Jakeé vyhody pfinasi profiling . )
Doplnkova ochrana k MAC auth

. s , oy
Prehled o zarizeni v siti

aruba

aruvbao

a Hewlett Packard
Enferprise company

MAC Address e0f847212f38 IP Address

Description Static IP
Hostname

Status Q Known client MAC Vendor

(®) Unknown client X
Disabled client Device Category

Added by Policy Manager LA T

Online Status Not Available Device Name
Added At
Updated At

Show Fingerprint

Profile Conflict Details

pavodni

Other Category: Computer .
profiling

Other Family: Apple Mac

Other Name: Mac 0S5 X

Resolve Conflict: () Ignore this fingerprint _) Use this fingerprint

75.71.208.163
FALSE

konfliktni
profiling

SmartDevice |"
lAndroid [=]
lAndroid [=]

Aug 20, 2014 20:59:19 PDT
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Dynamicka segmentace - Limitace profilingu v CPPM
Limitace klasického profilingu

neni aplikovano zadné strojové uceni
« neni sdilena DB v cloudu napfri€ vSemi uzivateli profilingu
« neni mozné pripojit zadné sondy

- neumoznuje Deep Packet Inspection (DPI)

« nevidido L7 vrstvy

aruvbao
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Pokrocila dynamicka segmentace - ClearPass Device Insight (CPDI)
Zakladni princip CPDI

CLOUD
SRR Deice | Nework | @ BIEM o NewDevice: |JAcHbE Devies
DEEP PACKET INSPECTION (DPI) ] . ] 259|( 121 281 K
STROJOVE UCENI .
profiling atributy e —
MACHINE LEARNING (ML) ‘; == ~§?§> || L
< | L‘ Windoss
520 289 269 231 185 175
IP/MAC adresa A MMMMM s o Do | 7 oo | B siseaonn
mE 2ol r
: o - : - = B =
b S )
informace o aplikacich s | |
debian @
komunikacéni protokoly
. ®
sbér dat sondou . o ‘

LOAD MORE

aruvba
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Pokrocila dynamicka segmentace - ClearPass Device Insight (CPDI)
Vyhody CPDI oproti klasickému profilingu

- strojové uceni

« cloudove reseni

- sdilena DB profilingu napfri€ vsemi zakazniky = sdileni zkusenosti
« sondy pro analyzu provozu

« Deep Packet Inspection (DPI)

- data v realném cCase

« mozno pouzit samostatné, idealné vSak s CPPM

- vyhodnocovani rizik per klient

- vetsi uspésnost pfri profilingu

- rozsahlejsi DB s vétsi poétem riznych typu koncovych zafizeni

aruvbao
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Centralized Services Architecture




Distributed Services Architecture

7l
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DS PVLA b
vian 10

Inter-VLAN (Macro-Segmentation)
Intra-VLAN (Micro-Segmentation)

Intra-VLAN-Intra-Hypervisor
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NEW WAY:
AUTHORIZATION AND ACCESS CONTROL

DYNAMIC SEGMENTATION
ClearPass Device Insight ClearPass Policy Manager
(loT Detection, Continuous Monitor) (Centralized Policy Management)
n APPLICATIONS AND
USERS AND DEVICES DESTINATIONS

............................................................................... Office 365

NIl Academic
— records @

nOtmalware
.biz m

AirGroup "t\/
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Dynamic Segmentation — Solution summary

Al-powered Client Insights
on Aruba Central OR ClearPass profiling
Distributed

Discovery and
ﬁ Profiling
(EVPN/VXLAN overlay,
Inline policy enforcement)
Automated
OR

Centralized
(GRE tunnel-based
overlay, Policy

Enforcement Firewall)
Role-based

Policies

ClearPass OR
Cloud Auth on Aruba Central

Central NetConductor policy manager OR
ClearPass Policy Manager
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