
Barracuda WAF as a Service
Powerful, easy to use platform to protect applications everywhere



Always Active Hackers

1%

27% 26%

46%

Don't know No Yes, once Yes, multiple
times

In the last 12 months, has your organization suffered 
a successful security breach as a direct result of a 

vulnerability in one of its applications?

Source: "The state of application security in 2021", Barracuda Networks
https://www.barracuda.com/appsec-report-2021

72% of IT decision 
makers have suffered 
a successful security 
breach due to web 
applications



Attack Vectors Are Evolving

Source: "The state of application security in 2021", Barracuda Networks
https://www.barracuda.com/appsec-report-2021

Which of the following 
contributed to the 
successful security breach 
that exploited a 
vulnerability in one of 
your organization’s 
applications in the last 12 
months? 

44%

41%

39%

31%

28%

28%

Bot attack

Web app/0-day vulnerability

Software supply chain attack

Flawed API Security

Employee Error

Account Takover attack



What Are the New Attack Vectors?



API Attacks
What are the main challenges that your organization 
experiences when deploying APIs?

63%

44%

38%

37%

5%

Security Concerns

API Discovery

Uptime concerns

Lack of understanding
 of API standards

We don’t experience 
challenges

when deploying APIs

63% of IT decision 
makers cite security 
concerns as their top 
challenge when 
deploying APIs

Source: "The state of application security in 2021", Barracuda Networks
https://www.barracuda.com/appsec-report-2021



APIs Are Not Traditional Applications
Before APIs
SERVER CLIENT

Browser End UserDatabase Business Logic HTML

<>

After APIs
SERVER CLIENT

UI End UserDatabase Business Logic Browser



Bad bots are the #1 
contributing factor 
to application 
compromise

Bad Bots

Source: "The state of application security in 2021", Barracuda Networks
https://www.barracuda.com/appsec-report-2021

44%

41%

39%

31%

28%

28%

Bot attack

Web app/0-day vulnerability

Software supply chain attack

Flawed API Security

Employee Error

Account Takover attack

Which of the following contributed to the successful security 
breach that exploited a vulnerability in one of your 
organization’s applications in the last 12 months? 



Attacks Performed By Bots

Credential
Stuffing

Shopping
Cart 

Fraud

CardingSpamDDoS Scraping



Used By Organizations of All Sizes

2/10
Top worldwide oil and 

gas companies
using Barracuda

2/5
Top US banks using 

Barracuda

200M
App and bot 

attacks blocked 
(per day)



Easy to use



Barracuda WAF, available as a SaaS solution
• Built on the same security engine
• Full feature parity with Barracuda WAF
• Unlimited DDoS Protection included
• Barracuda Vulnerability Remediation Service included
• Built on Microsoft Azure

Containerized Deployment
• Barracuda WAF, as a container
• Deploy within your containerized environment for E-W & N-S 

protection

Barracuda WAF-as-a-Service



Easy Initial Configuration



Automated Configuration Tuning



“We’ve always gotten great support from 
Barracuda. Problems will always happen. 
But how you deal with them is what 
matters. For us it matters that Barracuda 
provides the support we need for our 
complex and unique security posture.” 

Zach Peer
Director of Technology
One North



Thank You


