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Nejslabsi clanek bezpecnost
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Emaily, uzivatelé a jejich data ohrozena v M365

85% 35dne 67 %

spole¢nosti ¢elilo pramerne doba, kterou skodliva organizaci se spoléha
ransomwarovému utoku ~ Zprava stravi v dorucené poste pouze na ochrané vlastnosti
v roce 2020. uzivatele. orostredi Microsoft 365 pro

zalohu a obnovu dat.



Nativni zabezpeceni neni dostacujici

Partially protected

Spam Data Scamming Domain Extortion Conversation Account
Exfiltration Impersonation Hijacking Takeover
Less complex Protected Still vulnerable More complex
Malware URL Phishing Spear Brand Business Email Lateral

Phishing Impersonation Compromise Phishing



Barracuda Email Protection

Barracuda
Email Protection




Prevence hrozeb
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Extortion

Service
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Scamming




Spic¢kova technologie
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Barracuda: Prevence hrozeb I

Spam

Malware

Data Exfiltration

URL Phishing
Scamming

Spear Phishing
Domain Impersonation
Service Impersonation
Extortion

Business Email Compromise

Conversation Hacking

Lateral Phishing

Account Takeover




/ero Irust Access

Bezpecné pripojte
libovolného uzivatele
na

jakémkKkoliv zarizeni...
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...do libovolné
aplikace
Microsoft 365.




Detekce a reakce

Threat hunting Automated Integration
remediation SOAR/SIEM/XDR

User reported
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User education
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v L A » User-reported
Vytvorte si vlastni pracovni -
postupy na automaticke reakce

RIS =

‘/ I\ ep|ytvejte Cv:aS |T tec q nlk& : Number of mailboxes Number of mailboxes
affected > 5 affected ==5
v" Eliminujte duplicitni aktivity.

——

v Dosahnete stalych vysledku. -
Create Incident Email Notification




lendi 7ab v o | |

‘ f te g facCe p (EOGCKE p SI Zadpe”Z p EEEIH I I
Posilejte informace z emailového SIEM/SOAR/XDR
prostredi s externimi platformami. @©  r-----------------o---ooo--ooo- o

-  servicenow. € SWIMLANE |
Vyhody integrace: el Sp|unk

Centralizovany pohled na data napric
bezpecnostnim portféliem. SKOUT <asTELLAR

Zjednosueni procesu a operaci. :
/lepseni efektivity IT oddeleni.

CYBERSECURITY



THREAT DETECTION DATA PROTECTION
PREVENTION AND RESPONSE AND COMPLIANCE
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Data
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| Inspector
Exchange OneDrive SharePoint
g g S
| Teams Groups J Unlimited storage and retention
Automatic with Barracuda

Daily backup \) //\
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On-demand recovery
Cloud
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Data jsou v ohrozeni .

Microsoft recommends that customers
‘regularly backup content and data that
you store using third-party apps and
SeTViceS”. [Microsoft service agreement, 6b]

~ & Microsoft



Zakaznici a analytici se shoduji

}:()RRESTERO Gartner ‘ rvg ‘ tH SE Labs
peerinsights \ \‘ _ BEST
WAVE customers’ \‘ Barracuda l Sl
LEADER 2021 choice ‘ 4 ‘
Enterprise Email 2021 ™ ‘\WSSC%E?%'L// w Barracuda
Security \ I \ IBarraCu da
@ AwaRrDS
/ TRUST AWARD
WINNER D
* o *

"Barracuda is the only vendor in the market today that provides all four
layers of email protection. secure email gateway, inbox defense, security
awareness training and automated incident response.”

- SC Magazine Award: Best Email Security Solution



Jak pokracovat?



Bezpecnostni plany pro kazdého

CAPABILITIES PREMIUM PREMIUM PLUS

Spam and Malware Protection
Attachment Protection

Link Protection

Email Continuity

Email Encryption

Data Loss Prevention
Phishing and Impersonation Protection
Account Takeover Protection
Automatic Remediation
SIEM/SOAR/XDR Integration
Domain Fraud Protection
Web Security

Threat Hunting and Response

v
v
v
v
v
v
v
v
v
v
v
v
v
v

Automated Workflows

S e e e N N N N

Cloud Archiving
Cloud-to-Cloud Backup
Data Inspector

Attack Simulation

Security Awareness Training

A U N AN

Zero Trust Access




Barracuda Email Protection

Y
THREAT DETECTION DATA PROTECTION

PREVENTION AND RESPONSE AND COMPLIANCE

Spam, Malware, and ATP
Phishing and Impersonation Protection Email Encryption and DLP
Account Takeover Protection Incident Response Cloud-to-Cloud Backup

Domain Fraud Protection Security Awareness Training

Barracuda
Email Protection”

Cloud Archiving Service

Web Security

Data Inspector™

Zero Trust Access for Microsoft 365




Objevte hrozby skryté ve Vasem prostredi

Barracuda

Email Threat Scanner”

*  (Odhalite mezery ve Vasem soucasném NI e e A

sender intent to detect social engineering attacks.

ZaPeZPECeR AN < <7< I

«  Uvidite pridanou hodnotu produktu
spolecnosti Barracuda.

have run this scan and discovered advanced
threats in their Office 365 mailboxes.

«  QObjevite hrozby v prostredi M365.
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Za pozorn

l( Barracuda.

Your journey, secured.
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