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Aruba Remote AP (RAP)

« AP uzpusobena k nasazeni na pracovnim stole
nebo kdekoliv blizku u uzivatele

« Enterprise grade dual-radio WIFI

 Integrovany gigabit switch véetné PoE ¥y 1 BB oo

« VPN do centralniho DC

« 802.11ac Aruba WIFI
« Ethernet, LTE nebo dokonce WIFI uplink
s . ' * Napajeno ze zasuvky Ci z PoE

* Firewall, router, NAT, 802.1x zabezpeceni i pro
dratové porty
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Vyuziti a architektura reseni
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TR TR T A

I
N,
]
* 1
]
I
Branch Office
ﬁﬂ
I
oo . —— '
L N \ '
[ N ] —

Slave IAP Branch Site Slave IAP

aruvba

a Hewlett Packard
Enterprise company



Hlavni vyhody reseni

* Pripojeni z malé pobocky Ci home office
stejna jako v kancelari
shodna s kancelarskym pripojenim
« Extremné efektivni skrze AirWave Ci Central
* Velmi diky zabudovanym certifikatum a

ZTP (zero touch provisioning)
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Priklad vyuziti: dratova zarizeni na home office

« Notebook a mobilni zafizeni pripojené pres WIFI
« Tiskarna Ci IP telefon pfipojen a pfipadné napajen pres dratové porty

« Jakakoliv bez moznosti instalace VPN klienta a zafizeni pouze s ethernet konektivitou

Pro koho?
« Call centrum s pevnym IP telefonem
« Kreativni uzivatel, architekt vyuzivajici tiskarnu

« UzZivatel, ktery nema notebook a je poslan na home office s pevnym pocitacem




Priklad vyuziti: pohodlnost a stabilita WIFI

» VeSkera zarizeni pfipojitelna pres WIFI bez nutnostni vytaCet a autentizovat VPN na
vice zarizenich
« Kvalitni vicepasmova WIFI fungujici stabilné i v podminkach bytovych domu a

domacnosti s vice zarizenimi

Pro koho?
« Jakykoliv dulezity ¢len tymu jemuz je tfeba dopfat pohodli a usporu ¢asu
« Kdokoliv kdo potrebuje stabilni a vykonné pripojeni a nema k tomu doma dostatecne

vybaveni




Co je k reseni treba?

Jakékoliv Aruba AP VPN koncetrator
|ldealné RAP 203R/P, 303H Aruba kontrolér fady 7000 nebo
Ale klidné jakékoliv dalSi AP pokud 7200
nejsou treba ethernet porty pro Licence podle modu vyuziti
klienty AP a PEF licence pokud budeme

AP kontrolérem ridit

Zadné licence pokud pouzijeme
Instant VPN a pfipojovana AP
budou v roli Instant - pokud chceme
na IAP VPN aplikovat firewall
politiky tak licenc PEFV

Management (volitelné)
AirWave nebo Central

Licence podle modu vyuziti

AP a PEF licence pokud budeme
AP kontrolérem ridit

Zadné licence pokud pouzijeme
Instant VPN



Soucasné portfolio AP — jakékoliv muze byt RAP

Indoor Access Points Hospitality
. _ Access Points
550 Series 530 Series

o ExtreT1e Density anex High Density
= ax - 11ax
(=) 500 Series 510 Series 303H
orve Low Density o Mid-range Density] ~ Medium Density
11ax 11ax (Wall-mount)
. _ Remote
340 Series 310 Series Access Points
High Density . Mid-range Density
303/303P Series 300 Series
Low Density | Low Denisty 203R/P
------ (Budget) ( entry level) Teleworker
arubaQ

Outdoor
Access Points

AP-387
Point to Point

- 370 Series

3 High Density
360 Series

'_ High Performance

Rugged
Access Points

(3 318 Series
= High Performance
~—-  (Refrigerated)



Aruba mobility kontroléry pro RAP

« V pfipadé VPN pripojeni IAP clusteru lze pouzit kontrolér pouze jako VPN koncentrator,

kapacity jsou pak vétSi nez kdyz je AP kontrolérem fizeno
* Firewall, NAT, WebCC
 WLAN kontrolér
« RA SSL VPN, VPN koncentrator

Platforms IAP TUNNEL Branches Route Limit VLAN Limit
(Preferred)
7280 8192 32,769 4,094
7240 8192 32,769 4,094
7220 4096 32,769 4,094
7210 2048 32,765 4,094
7205 1024 16, 381 2,048
7030 256 8,189 256
7024 128 4,093 128
7010 128 4,093 128
7008 64 4,093 128
7005 64 4,093 128
arvba
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VIA remote access SSL VPN

Virtual Intranet Access X Virtual Intranet Access X Virtual Intranet Access
vkammar {‘é} Settings Done Settings Done
Network VPN Profile Log About Network VPN Profile About
9:49:14 PM  Version check . Update required |‘3

aruba
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9:48:50 PM  Configuration download ... OK

9:48:43 PM  vkammar

VPN CONNECTED
9:48:43 PM Remote server connection ... Successful
9:48:38 PM  Connecting to remote server ... Started m
9:48:38 PM Remote server connection......u. Initializing
9:48:38 PM  Connecting to remote server ........... Started

3.0.0.0.87840

o Y £
——— i T Send Logs Clear Logs © Copyright 2016 Hewlett Packard Enterprise Development LP.

All Rights Reserved.
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VIA plus OnGuard endpoint assessment

) ClearPass OnGuard 6.6.0.79259

g Detected trusted network
Connection Status Not Connected
Health Status: Healthy

Summary }Details | Diagnostics | Setﬁngsi

Network
Connection Status: VPN: Not Connected

Trusted Network: Yes, Trusted

Local Network :  Wired

IP Details:  IP Address : 10.20.23.56
Mask : 255.255.255.0
Gateway : 10.20.23.254

Health

@ Health Status:  Healthy
- Information:  Response processed

Send Logs

() ClearPass OnGuard 6.6.0.79259

g Detected trusted network
IPSEC Connection .. Established
Health Status: Not Known

b_SummarY ’Details I Diagnostics I Settings]

Network

Connection Status:  Connected

Trusted Network:  Yes, Trusted

Local Network :  Wired

IP Details: IP Address
Mask
Gateway

Health Status: Not Known

Information:  Not Available

Send Logs

:10.20.22.23
: 255.255.255.0
: 10.20.22.254

Detected trusted network
Connection Status Not Connected
Health Status: Not Known

Summary | Details | Diagnostics | Settings |

Network

Connection Status:  VPN: Not Connected

Trusted Network: Yes, Trusted

Local Network :  Wired

IP Details:  IP Address :10.20.22.23
Mask : 255.255.255.0
Gateway : 10.20.22.254

Health

k ‘ } Health Status: Not Known

Information:  Not Available

Send Logs

12



OnGuard - kontrola koncovych zarizeni

ClearPass + OnGuard
Pristupova sit’

BOW - C—

Detekce nezabezpecenych
zarizeni

oo]

INFO: Authentication successful

Authentication successful
17:18:09 Started new Session

* Blokace pristupu k vybranym cilim
napri¢ dratovou i bezdratovou siti a
VPN pristupy
arvba - Automaticka oprava nastaveni

a Hewlett Packard
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Srovnani management platforem

Aruba Central

Sprava Aruba zafizeni &
pridavne cloud sluzby

AirWave

Multivendor sprava
dratovych i bezdratovych
siti
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Automatické zprovozneéni bez predinstalace

MAC-ETHO  24:DE:C6:CB:4A:F0 SERIAL BZ0030536
ACTIVATE PROVISIONING TYPE IAP to VPNC
)
Q) — = Folder  Zakaznik XY
81003053 - =
BAP\FO\ —_,——‘ = Target  vpnc.xyz.cz
6‘ ) ———‘—“ -~
fr- ADECET - S
rfﬁ —,—”‘ ....... -
"
) o L L X [ N [ N [} _ﬁ
\ ) Vpnc.xyz.cz
<
~ ~
~ ~
~N . AIRWAVE
E] ~ ~ - - N I'._‘.I ORK
:::J ~~<_ SSL management spojeni amasEE
~~o_ _-=->
S e 0
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Shrnuti

Vzdalene pripojeni do site pro
Ugelné feseni pro pfipojeni netypickych zafizeni
pro béezneho uzivatele nebo VIP

Velmi a provozovatelné pro IT
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Diky za pozornost!



