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> The ViyDa-M provides corporations with an integral professional
solution for both voice and data.
For Voice, the VlyDa-M permits integrating PSTN/ISDN analog

VyDa-M

IP Voice and Data

ComMmPLETE IP TELEPHONY AND
DATA FOR CORPORATIONS

switchboards and telephones in an H323/SIP IP telephony
scenario. VlyDa-M also provides all the necessary services for
SIP telephones on the LAN to interoperate with network
telephony intelligence. The VyDa-M permits simultaneous
handling of the PSTN/ISDN and the IP network thus guaranteeing
call reliability at all times and consequently ensuring voice SLA.
For Data, the ViyDa-M behaves as an access router providing

the latest and most advanced features on the market
for protocols and quality of service. Its modularity
gives solution to multiple scenarios in a single
device, both for voice ports as well as for types

of data interfaces.

CARACTERISTICAS

SIP IP TELEPHONY WITH PSTN/ISDN

SWITCHBOARDS

The VyDa-M provides a homogeneous solution

to integrate switchboards and telephones in a

new TolP network.

The interfaces towards the switchboards and

telephones are modular. Consequently a single

device is used to give a homogeneous solution
in a similarly sized pool of clients. In addition
there are models that can admit one, two or
three modules in order to provide services in
small, medium or large scenarios, all at an
exceptional price. The number of possible ports

in each case (executing G.723 or G.729 A/B

codifications in each channel) is as follows:

¢ Models with one module: Up to 4 FXS/FXO
channels, up to 4 ISDN BRI channels or 1 ISDN
PRI.

¢ Models with two modules: Up to 8 FXS/FXO
channels, up to 8 ISDN BRI channels or 2 ISDN
PRI.

e Models with three modules: Up to 12
FXS/FXO channels, up to 12 ISDN BRI channels
or 2 ISDN PRI

These modular interfaces are joined to those

already existing in the motherboard: 2 LAN

ports and a voice or data ISDN port. In addition
to the IP gateway, the device can behave as an
access router as, instead of the modules already
mentioned, modules towards the IP network
can be inserted in each expansion slot (ADSL,

ADSL/ISDN, SHDSL, GPRS, UMTS, E1, E1/ATM,

4xLAN, 2x BRI are all available).

SIP IP TELEPHONY WITH SIP
TELEPHONES

The ViyDa routers provide service for to up to 30
SIP telephones on the LAN. Under normal
conditions, the SIP network intelligence (from Teldat
or third party) provides a wide range of IP Telephony

features for the telephones (See IR-Voz).
In cases of network or server failures, the device
switches to provide Registrar and Proxy-SIP
functions for the telephones on the LAN as well
as a group of survival telephony functions.

HIGHLY RELIABLE

The VyDa-M devices allow calls to be routed
over the existing PSTN/ISDN network and
simultaneously over the new TolP network.
Under normal working conditions, the user calls
can be routed over the IP telephony network
or the ISDN/PSTN network depending on the
type of call. This decision can be taken locally
according to the type of number or by the
central, indicated by the network intelligence.
The device executes polls to measure the quality
of the IP network for telephony (through delays,
UDP jitter, packet loss, etc.), so when faced with
IP network degradation above the thresholds
(programmed by the operator) permitting VolP,
the calls are routed over the switched network.
It is also possible to fix a maximum number of
calls to route over IP, so should this number be
surpassed the calls are either not routed or they
are routed over PSTN.

In cases of device breakdown or when there is
a power loss (or due to the network manager’s
requirements), the calls are routed to the
switched network through a physical relay in
one of the switchboard’s ports ensuring
uninterrupted user service.

QUALITY OF SERVICE AND
AVAILABILITY

The VyDa-M possesses the most advanced
quality of service features found on the market,
complementing the access routers, should there
be any, as well as avoiding the need to
reconfigure these:

- CRTP and IPHC header compression

- Forced fragmentation

- Bandwidth reservation (BRS) for each type of
application and/or bandwidth limitation (Traffic
shaping in IP, FR and ATM)

- Traffic priority and re-marking according to
the TOS, queue mechanisms, real time
measurement polls for IP line degradation
(delay, jitter and error rate)

- Supports VLAN, etc

ROUTING

VyDa-M has high performance professional
router characteristics with a wealth of functions
that permit them to operate in the most diverse
communication architectures.

They incorporate routing protocols such as RIP
I, RIPIl, OSPF, BGP, Policy Routing, Virtual Routing
(TVRP) and multicast routing. VyDa-Ms permit
multiple local terminals to share a single IP address
for accessing external networks such as Internet,
through NAT/PAT protocols as well as dynamic
LAN address assignation through DHCP.

SECURITY: PRIVATE NETWORKS AND
FIREWALLS

The VyDa-M routers permit Virtual Private
Networks (VPNs) to be created thanks to support
from the IPSec protocols stack. IPSec offers
mechanisms for privacy, authentication and
integrity for IP communications. Through IPSec,
the VyDa-M routers can encrypt transmitted
data with RC4, DES, 3DES and AES.

Al of this provides secure communications end-
to-end for environments containing critical and
sensitive data.

The device is comprehensively protected from
undesired intrusions through its static firewall
and its extended access lists, thus ensuring safe
and secure communications.
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MOTHERBOARD INTERFACES

2 x LAN 10/100BT

1 ISDN (2B+D) RJ-45 for voice or data
1 x RJ-45 console

From 1 to 3 expansion slots

ENCODERS Telephony over IP
¢ (G.723.1,

¢ G.726,

* G.727,

*G.729a&b

¢ T.38 or FRF.11 (fax)

ADVANCED Telephony over IP

e Silence detection and suppression
¢ \oice Activity Detector (VAD)

¢ Comfort Noise Generator (CNG)
* DTMF detection and generation

SIP SIGNALING Telephony over IP
* SIP RFC 3261

e SIP RFC 3262

¢ SIP RFC 3264

* SIP SDP RFC2327

H.323 SIGNALING Telephony over IP
e H.323

e H.245

¢ H.225

¢ RAS

SWITCHBOARD FUNCTIONS

* Selects the network to use for outgoing calls
(according to the numeration plan, IP network
quality, according to the number of calls)

¢ Routing incoming calls with IVR

¢ Unconditional call forwarding if destination is busy

* Simultaneous ring

e Call capture

¢ Call transfer

e Call parking

¢ Measuring the VolP quality

IP PROTOCOL

e RTP, RTCP

* |P, ARP, Proxy ARP

e UDP, TCP, static ICMP Routing IP

¢ RIP I, RIP Il, OSPFv2, BGP and Policy

* Routing

o RFC 2281, Virtual Router Protocol

* Per IP packet multi-path (with static and dynamic

routing)
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These specifications are subject to
change without prior notice. Code
upgrading will be available as new
functionalities are developed.

GENERAL

VolP EXPANSION MODULES

2 x BRI-NT-VolIP (with a 3? line for Bypass)
3 FXS + 1 FXO with bypass

2 FXS + 2 FXO with double bypass

4 X FXS

1 PRI - VoIP

4 configurable FXS / FXO

2 configurable FXS / FXO

PROTOCOLS

e TCP/IP session balance

¢ IGMP multicast routing, IGMP-proxy,

* MOSPF

* DHCP client, server and relay

* DNS client, proxy and cache

o NAT/PAT/Port Mapping/NAT Exceptions
e PAT fire-walling

* Multiple addresses per interface

* Loopback interfaces

QUALITY OF SERVICE (QoS)

* Classification of traffic depending on interface,
subinterface, protocol, port, MAC address, packet
size.

e Congestion control: FIFO, queues with priority,
depending on the type of traffic or TOS, Diffserv
marking

* Bandwidth reservation, BRS, WFQ and QoS ATM

¢ Traffic Shaping: in IP, Frame Relay,

ATM

* Fragmentation in FR (FRF.12, FRF.11), PPP and MPPP

e Polls to measure quality: delay, jitter, error rate.*
Supports VLAN in local ATM LAN

e ATM link layer

e AALS with SAR

* PVCs: 31

¢ \/PIs and VCls range: Complete

¢ Traffic Shaping: CBR, UBR, VBR-nrt,

* VVBR-rt

* OAM F4/F5

e SVCs*

PPP PROTOCOL

* PPP (RFC 1661), PAP/CHAP, IPCP

* Dynamic assignment of IP addresses (own or to the
remote end)

 Multilink PPP

PPPoE PROTOCOL

* PPPoE over Ethernet and over ATM

* PPPOE Bridge + routing (PPPoE passthrough)
 Multilink PPP over PPPoE

* Renegotiation based on PADT
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DATA EXPANSION MODULES

ADSL, G.SHDSL, ADSL/ISDN

4 X LAN

E1,4 xE1

UMTS, GPRS

HSSI high speed encryption, etc.

2 x BRI - TE (can also be used for voice)

POWER
AC 110v - 220v; 50/60 Hz or DC 48v

BRIDGE

* Bridge: Transparent (Spanning Tree 802.1D), Source
Routing, IP Tunneling, MAC Filtering, MAC Cache
and NetBIOS

SECURITY & VPNs

o Static firewalls through extended access lists

¢ IPSec encryption: ESP and AH

¢ \/PNs with IPSec in tunnel mode and transport
mode

* VRFLite for independent VPN networks

* \loz-Datos in MPLS

e Encryption algorithms: RC4, DES and 3DES,

¢ Authentication algorithms: SHA-1 and

¢ |KE Protocol

* Digital Certificates X.509v3, LDAP and SCEP Protocol

* Radius Access Control (RFC 2138)

 GRE Tunnel + RC4 encryption

* Password on the console, telnet, ftp and user and
permission levels

¢ Advanced IP filters

e Timetable control

DATA COMPRESSION

 CRTP header compression

e Compression in IP IPComp (RFC 2393)
e Compression in PPP

» Compression algorithms Van Jacobson
e STALZS

MANAGEMENT

¢ Management for the user switchboard part with
web-http server

¢ Integrated in Teldages (the Teldat professional
management platform)

o CLI (Command Line Interface) via console and telnet

¢ Optional WEB management

* SNMP: MIB-2, Private MIB

e Events Logging System

¢ Remote downloading for Software, BIOS and
configuration through FTP

o Internal Protocol Analyzer

¢ 9 front panel LEDs to indicate status

o Radius Accounting* (RFC 2139) default
configuration switch
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